



                                                                                          Job Description
Job Title:
IT Infrastructure Officer 

Responsible to:

Infrastructure Lead

Job Purpose:
To ensure that the Group’s IT and security infrastructure is able to deliver curriculum and business support functions.
Principal Responsibilities
1. To receive direction as and when required from the Infrastructure Lead and IT Services Manager;

2. To carry out the installation, replacement, support and maintenance of all infrastructure and systems across the Group, to include (and not limited to) servers, backup systems, routers and switches, firewalls, Wi-Fi, voice, and email systems etc;
3. To provide first and second line support to the Group IT community for all IT facilities/services under the advice and guidance of Line Management;
4. To maintain and manage Active Directory, and provide expert assistance to other team members where required;

5. To advise, install, monitor and maintain networking and security appliances;
6. To diagnose, repair and upgrade infrastructure equipment and associated software/firmware;
7. To support and assist other IT Support Officers as and when required;

8. To liaise with relevant external agencies to resolve IT issues and implement recommendations;
9. To prepare, deliver and install IT equipment;
10. To assist curriculum staff and support staff in the efficient provision of IT;
11. To assist in the implementation of IT projects as required where skills and experience are required;
12. To respond to and complete IT support requests using the College’s IT Helpdesk and Ticketing system;
13. To keep up to date with developments in IT;
14. To travel to other sites to provide IT assistance as required (driving license).
College Responsibilities 

1. To actively promote the Diversity agenda within the College;
2. To promote and ensure safe working practices in line with Health and Safety requirements;

3. To play an active role in Quality;

4. To contribute to and represent the overall visions and values of the College;
5. To comply with all College Information Security (IS) policies and procedures, attend relevant awareness training and to apply information security principles when dealing with staff and student information, in line with ISO standard 27001; 
6. To comply with the General Data Protection Regulation (GDPR), Data Protection Act 2018 and any relevant statutory requirements when processing staff and student personal data or work related data, and in accordance with any guidance or Code of Practice issued by the College;
7. To adhere to all College policies and procedures;
8. To undertake professional development as required; and
9. To undertake other appropriate duties as required by the line manager.

It should be noted that this job description merely provides a resume of the main duties and responsibilities of the post and will be subject to periodic review in conjunction with your Line Manager and the Human Resources Manager which may lead to revisions in light of the operational requirements of the College.
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